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AyTteHTudUKaIus

bezonacunocts undopmanuu

l'ocynapcrBenHas
nH(pOpMalIMOHHAs cucTeMa

Hoctyn k uHpopmMauu
JocTynmHOCTh

3amuTa uHGOpMAaIIH
OT HECAHKIIMOHUPOBAHHOTO
JocTyna

3amuiaemas nHGoOpMaus

Nnentudukanus

WNudopmannonnas cucrema

WHudopmanroHHbIe pecypehl

WNudopmannonssle
TEXHOJIOTUU

WNudopmanus

KonTponmupyemas 30Ha

KonduaenmmanpHOCTH

O06paboTka nepcoHaIbHBIX
JTAHHBIX

TEPMHWHBI 1 ONPEJEJIEHUSA

JleficTBUsT 1O TPOBEpPKE TMOJIMHHOCTH CYOBEKTa JOCTyma
B MH(POPMALIMOHHOM CUCTEME

CocTtosiHME  3alIMIIEHHOCTH  WH(GOpMalUU,  MIpU KOTOPOM
o0ecrieyeHbl ee KOH(HIEHIIHATLHOCTD, JTOCTYITHOCTh

Y LIEJIOCTHOCTD

HNudopmanmonHas cucreMa, co3faBaeMas B LENAX pealu3aluu
MOJTHOMOYH I rOCY/IapCTBEHHBIX OpraHoB
u obecnieueHust oOMeHa HH(pOpMaIe MeXay STUMUA OpraHaMH, a
TaKKe B MHBIX YCTAHOBIICHHBIX (peZiepaIbHbIMU 3aKOHAMH IEIISX
Bo3MokHOCTB MOTydeHus: HH()OPMAIUK U €€ UCTIOIb30BaHUS

CoctosHnue uHGMOpPMaLUU, XapaKTepU3yeMOe CIOCOOHOCTHIO
TEXHHUYECKUX  CPEACTB W  WHQPOPMAIMOHHBIX  TEXHOJOTHMA
oOecnieunBaTh OECHpPENMsITCTBEHHBIN JOCTYyll K HHGpOpMaluuu

CyOBbEKTOB, UMEIOIINX HA 3TO IMOJHOMOYHS

3amura MHQOpPMalMKM, HalpaBle€HHas Ha IpeJoTBpalleHue
MONTyYeHHs 3aluinaeMord WHGOpMAIMKA  3aUHTEPECOBAHHBIMHU
CyObEeKTaMH C HapyUIEHHEM YCTaHOBJIEHHBIX HOPMAaTHUBHBIMHU
U TpaBOBBIMM JIOKYMEHTaMHM (akTaMu) WU oOJanaTesiMu
uHboOpMallMM TpaB WIM MpPaBUI pa3rpaHUUYCHHs] JOCTyIa
K 3alluiiaeMoi nHpopManuu

Wndopmanus,  sBidoomiascs  OpeAMETOM  COOCTBEHHOCTH
Y TIOZIJIe)KaIIast 3aIUTe B COOTBETCTBUH C TPEOOBAHHSIMHU ITPABOBBIX
JOKYMEHTOB WIN TpeOOBaHUAMM, yCTaHaBJIMBaEMbIMU
COOCTBEHHUKOM HH(pOpMAIHH

[IpucBoeHue cyobekTaM U 00BbEKTaM J0CTyNa WACHTU(DUKATOPA U
(M) cpaBHEHHE IMPEIBSBIIEMOT0 UACHTU(PHUKATOPA C IEpEeIHEM
IIPUCBOEHHBIX UIEHTHU(PUKATOPOB

CoOBOKYIHOCTB cojepxamieiics B 0a3ax JaHHBIX HHPOpPMALUU
1 obecreynBaoImXx ee 00padboTKy HHPOPMALIMOHHBIX TEXHOJIOTHH
Y TEXHHYECKUX CPE/ICTB

OTnenbHble JOKYMEHTBI M OTIEJIbHBIE MAacCHUBBI JIOKYMEHTOB,
JOKYMEHTBI M MacCHBBl  JOKYMEHTOB,  COJIEp KaIlInecs
B MH(OPMALIMOHHBIX cucTeMax (OuOIMoTekax, apxuBax, (oHIaX,
0aHKax JaHHBIX, UH()OPMALMOHHBIX CUCTEMaX IPYIHX BUIOB)
IIponiecchl, MeToabl TmoucCKa, cOopa, XpaHeHHs, O0O0pabOTKH,
MPEAOCTaBIICHUsI, PACIPOCTPaHECHUs] HHPOPMAIMK € CIOCOOBI
OCYILECTBIICHHSI TAKUX MTPOLIECCOB U METOIOB

Caenenus (cooOmeHus, JTAHHBIC) HE3aBHCHMO
0T (hOPMBI HX TIPEJICTABICHUS
[IpoctpanctBo  (Tepputopusi,  3[JaHuWe,  YacThb  3JIaHUSA),

B KOTOPOM MCKJIFOYEHO HEKOHTPOJIMpYeMoe NMpeObIBaHUE JIHII, HE
UMCIOIUX IMOCTOAHHOI'O WJIM Ppa30BOT0O JOITYCKa, U IIOCTOPOHHUX
TPAaHCHOPTHBIX CPE/ICTB

OO6s13aTenbHOE 1711 BBINOJIHEHUS JIMIIOM, MOJYYUBIIMM JIOCTYH K
orpeieNieHHOW MH(popManuu, TpeOoBaHUE HE INepeaaBaTh TaKyIo
nH(pOpMaLIKIO TPETHUM JIHIaM 0e3 coriacust ee o0aaaarens
JlevicTBus (oneparym) ¢ NepCoHaIbHBIMU JAaHHBIMH, BKJIIOUasi cOop,
CHCTeMaTH3aluIo, HaKOIIJICHHE, XpaHeHHE, yYTOYHEHHE
(oOHOBIEHUE, HM3MEHEHHUE), HCIOJIb30BAHUE, PACHPOCTPAHEHUE
(BTOM umcne mepenady), oOe3lIMYMBaHUE, OJOKHpPOBAHUE,
YHUYTO)KEHUE MEPCOHAIBHBIX TAHHBIX



Omneparop

[TepcoHanbHBIE TaHHBIE

VYrpo3za 6e3omacHocTu
nHpopmaruu

VAI3BUMOCTE

LenoctHocTh

TpaXMTaHUH WIH  OPUIUYECKOE JIMIO, OCYIIECTBIISIOIINE
NEeSATeNbHOCTh 10 OSKCIUTyaTalud WHGOPMAIMOHHONW CHCTEMBI,
B TOM 4uclie To 00paboTke wuHpOpManuu, CcoaepKamencs
B ee 0a3ax JTaHHBIX

JIrobast wHpOpMAaIMs, OTHOCAIIASCS K TPSIMO WM KOCBEHHO
OTIpeIeICHHOMY HJIU ofpesienisieMoMy (GU3HUECKOMY JIUILY
COBOKYITHOCTH YCJIOBUH 1 (haKTOPOB, CO3/IAIONTUX OTCHIIUATBHYIO
Wi peasibHO CYLIECTBYIOIIYIO
OIaCHOCTb, CBSI3aHHYIO c yTEUKOMI uH(pOpMaIUu
W/WIM HECAHKIIMOHUPOBAHHBIMU ~ W/MIU  HeNpeAHaMepEeHHBIMU
BO3/ICUCTBUSIMHU Ha HEE

Henocratok (cimabocTh) MIPOTPaMMHOTO
(mIporpaMMHO-TEXHUYECKOTO) CpeACTBa WM WH(OPMAIMOHHOU
CUCTEMBI B LIEJIOM, KOTOPBIN (KOTOpasi) MOKET OBITh HCIIOIb30BaHa
JUISL pean3aluy yrpo3 0€30macHocTd HH(opMaIu
YcroiiuuBocth  uHGOpMAMUM K HECAHKIMOHUPOBAHHOMY
WM ciydyailHOMY BO3JEHCTBUIO Ha Hee B Ipouecce o0paboTku
TEXHUYECKUMHU CPEACTBAMHM, PE3YJIbTaTOM KOTOPOTO MOKET OBITh
YHHUYTOKEHUE ¥ HCKaXKeHNE WH(POpMAITUN



TOCTP
Tlonutuka

I'BJIOY

®OCB Poccun
DOCTOK Poccum

OBO3HAYEHUSA U COKPAIIEHUA

lN'ocynapcrBennsbiii cranaapt Poccuiickoit deneparuu

[Momutuka wHpoOpManMoOHHON  Oe3zomacHocTH  ['ocymapcTBEHHOTO
OIOPKETHOTO JIOHIKOJBHOTO 00pa30BaTEIbHOTO YUPEXKACHUS JEeTCKUN
can Ne 81 xomOunmpoBanHoro Buaa llpumopckoro paiiona CaHKT-
[TerepOypra

locynmapctBeHHOE ~ OFOKETHOE  JOMIKOIBHOE  00pa3oBaTelbHOE
yapexaeHue aerckuii cag Ne 8§ 1 komOuHupoBanHoro Buaa [Ipumopckoro
paiiona Cankr-IlerepOypra

®denepanpHas cinyx0a 6e3onacHocTy Poccuiickoit denepanun
DdenepanibHas CTyx)0a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO



1 OBIIME NOJOXEHUSA

Hacrosimas IlonuTuka sBiseTcs JOKYMEHTOM, ONPEICISAIONIMM HANpPABJICHUS JEATEIbHOCTH
B 00nactu obecrieueHUss HHPOPMAITMOHHON OE30MaCHOCTH M MPEACTABIAET COO0N CHCTEMAaTU3UPOBAHHOE
U3JI0KEHUE Liesiel U 3a/1a4 nH(OpMalnOHHON 0€30MacHOCTH, KaK OHO WU HECKOJIbKO IIPAaBUII, IPOLEAYD,
IIPAKTUYECKUX IMPUEMOB U PYKOBOJSIIMX IMPUHLMIIOB, KOTOPHIMH PYKOBOJCTBYeTCs l'ocynapcTBeHHOE
O10PKETHOE JIOIIKOJIbHOE 00pa3oBaTenbHOE yupexaeHue aerckuii caa Ne 8§81 koMOMHHPOBAHHOIO BHJIA
[Tpumopckoro paiiona CII6 (manee I'BJIOY), a Takxke OpraHU3alMOHHBIX, TEXHOJOTUYECKUX U
MPOLIEYPHBIX aCIIEKTOB o0ecreueHnss HHPOPMAIIMOHHOM 0€30IacHOCTH.

[Tonoxenus Hactosmer [loMUTHKN HE pacmpocTpaHsIOTCS Ha obecredeHrne MHPOPMALUOHHOM
0€301acCHOCTH CBEJICHUI, COCTABIISAIONINX IOCYAAPCTBEHHYIO TaliHY.

OcHoBHOM 3amaueii B oOmactu wuHpopmammonHoit Oe3omacHoctn ['BJAOY  mpusHaer
COBEpIICHCTBOBAHHE MEp U CpEeACTB obecriedeHus 3alMThl UH(popManuu WHGOPMALMOHHBIX PECYPCOB
I'BIOY B KOHTEKCTE pa3BUTHUs 3aKoHoAaTenbcTBa Poccuiickoil denepanuu ¥ HOPM PETYJIMPOBAHUSA
MH(OPMALIMOHHON AESITEIbHOCTU B TEKYIIUX YCIOBUAX (GYHKIIMOHUPOBAHUS WH(OPMALIMOHHOTO MOJIS.

[Tpu paszpaborke [IOMUTHKM YYUTHIBAIMCH OCHOBHBIC MPHHLMUIBI CO3JAHHMS CHUCTEM 3aIlUTHI
uH(popmanuu, XapaKTEPUCTUKU u BO3MOXHOCTH OpraHU3alMOHHO-TEXHUYECKUX Mep
Y COBPEMEHHBIX IPOrPaMMHBIX U aIapaTHO-IPOrPaMMHBIX CPEACTB 3aIIUTHI HHPOPMAaIIIH.

B pamkax cBoeii gesrensHoctu ['BJIOY 00s3yeTcs npeapuHUMAaTh BCE BO3MOXHBIE MEpBI LIS
3amuUThl MHYOPMAIIUU OT Yrpo3 0€301MaCHOCTH HHPOPMAITUH.

TpeboBanusi nH(POPMALIMOHHON 0€30MacCHOCTH, COOTBETCTBYIOT eisiM AestensHoctu ['BJAOY u
IIpeIHa3HAYEeHBI JUIsl CHUKEHMSI PUCKOB, CBSI3aHHBIX C pealu3alueil yrpo3 0e3omnacHocT HH(GOpMaIuu.

[Tonutuka gocrynna BceM padotaukam ['BJI0OY u BceM mosibp30BaTeNsiM €ero pecypcos.

2 IEJIA U 3AJIAYYA OBECIIEYEHUSI THO®OPMAIIMOHHOMN BE3OITACHOCTH

Cy0beKkTbl HHPOPMANMOHHBII OTHOIICHHU I

CybObekramu mipu obecrieueHrn nHpopManronHoi 6e3onacaoctd B I'BJIOY sBastoTcs:

pabotunuku ['BJIOY (B TOM uncne YBOJECHHEBIE);

(dbu3nyYecKre A, MPeJACTaBUTEIN KOHTPAreHTOB B PaMKaX UCTIOJHEHUS IOTOBOPHBIX 0053aTEIIbCTB,;

(dbuznveckue nuia, nojasume odpamnieHue B aapec ['6A0Y;

IOpUJIMYECKHUE JIWIA, B paMKaxX HCIOJTHEHHUS TOTOBOPHBIX O00S3aTE€NbCTB HJIM BO HCIOJHEHUU
TpeOoBaHU# CO CTOPOHBI 3aKOHOIaTeNNbecTBa Poccuiickoit denepanuy,

O0bexkTh HHPOPMALMOHHBIX OTHOIIEHUH

O6bexkTamu HHOOPMALIMOHHBIX OTHOLIEHUH SIBISFOTCS:

nndopmanmonusie pecypesl B0V,

roCyJlapCTBEHHbIE UH(pOpMaIMOHHbIE CHCTEMBI Oneparopom KOTOPBIX SABIISIETCA
I'BJOY,

nporeccel 00paboTku uHpopMmanuu B uHpopMmanuoHHbix cucremax I'B/IOY, undopmanmonHsie
TEXHOJIOTHUH, periiaMeHThl u IIPOLIE Y PBI cbopa, 00paboTKH, XpaHEHUs

U nepenayu nHpopmaluy;

nHpopManuoHHass ~ MHPPACTPYKTypa,  BKIIOUYAIONIAsl  CHUCTEMBI  OOpaOOTKH,  XpaHEHUs
U aHanM3a nHGOpMaluy, IPOrpaMMHbIE U POTrPaMMHO-aNapaTHbIe CPEACTBA, B TOM YHCIIE KaHANbI CBS3H
Y T€JIeKOMMYHHUKaLUU;

CHCTEMBbl U CPEJCTBA 3allUThl MH(POPMALKUU, OOBEKTbl M IMOMEIIEHHs, B KOTOPBIX pPa3MELICHbI
cpeacTBa 00paboTku HH(pOpMALIUHU.

enn odecnieyennst HHPOPMALMOHHOM 0€30MTACHOCTH

OcHoBHOU 1enpl0 obecrieuenuss wHbopmanuonHoi OezonacHoctu ['BJIOY sBnstorcs aeicTBus
HampaBjIeHbl Ha JOCTM)KEHHE 3allUThl CYOBEKTOB HH(POPMALMOHHBIX OTHOUIEHHH OT BO3MOKHOTO
HaHECeHHs] UM MaTepHalIbHOT0, (PU3NUECKOr0, MOPAIIBHOTO MJIM HHOTO yIiepOa, MOCPEACTBOM CIydailHOro
I IIPETHAMEPEHHOT O BO3JEHCTBUSA Ha UH(OpMaLHIO,
B TOM YHCIIE:

obecrieyeHus OTKa30yCTOMYMBOTO (YHKIIHOHUPOBAHUS IIPOrPaMMHBIX
1 anmnapaTHo-iporpaMMHbIX cpeacTB ['b/IOY u npenocraBisieMbIX CEpPBUCOB;



cOOJTI0IEHUSI TIPABOBOTO PEKUMa UCIIOJIB30BAaHUS MaCCUBOB M CPEJICTB 00pad0OTKK HH(OpMaInu;

MIPeIOTBPALEHHS peaTnu3aluu yrpo3 6e30nacHoCT HHGOPMAIIUH MIPHU OCYILIECTBICHUH A€ITEIbHOCTH
I'A0OY.

3anaum odecnevyeHnsi MHPOPMAIUOHHOI 0€301ACHOCTH

Jloctuxkenue memneit ooecreueHnss ”HGOPMAIMOHHON Oe30MmacHOCTH 1 cBOKCTB uHpopMmaruu, 'BJI0Y
peliaercs CleayIIUMU 33/1a4aMHu:

3aIUThI OT HECAHKIIMOHUPOBAHHOTO JIOCTYTA K HHPOPMAIIMOHHEIM pecypcam;

pasrpaHUYeHHs JIOCTyIa TOJb30BaTeNied K WH(GOPMAIMOHHBIM, alllapaTHBIM, MIPOTPAMMHBIM
Y UHBIM pecypcaw;

perucTpanuu 1 NepUoAMYECKOT0 KOHTPOIIsS AeMCTBUI Mob30BaTeell npu 00paboTKe 3aluiaeMon
uHpOpMALIUU U IEPUOANIECKUNA KOHTPOJIb KOPPEKTHOCTH HX JICHCTBUIA;

KOHTPOJISI LIEIOCTHOCTH CPEJIbl UCIIOJIHEHUS IPOIPAaMM M €€ BOCCTAHOBJIEHHUE B CIy4Yac HapyIICHHUS;

oOecriedeHuss  ayTeHTHU(UKAUMU W WACHTU(PHUKAIMKA  TOJH30BATENEH,  YYacCTBYIOIIMX
B UH(POPMALIMOHHOM OOMEHe;
obecrieueHHs UCIIPAaBHOCTH MPUMEHSEMBIX B MH(pOPMAMOHHBIX cucTeMax

I'BAOY cpencts 3amuThl HHGOPMAIINH;

CBOEBPEMEHHOI'O  BBIBJICHME HCTOYHMKOB yrpo3 0Oe3omacHOCTH HHGpOpMalMM, MPUYUH
U YCJIOBUH, CIOCOOCTBYIOIIMX HAHECEHMIO yiepOa 3aMHTEPECOBAHHBIM CyObEKTaM HH(POPMAIIMOHHBIX
OTHOIIICHHU;

CO3/IaHHEM CIIY’)KObl MOHUTOPHMHIAa M pEearupoBaHMsl HAa Yrpo3bl 0OE30MaCHOCTH HHPOpMAIUU
Y HETaTUBHBIE MTOCIIEICTBUS,

CO3/IaHHEM YCJIOBUH JUIsi MUHUMHU3ALlMM HAHOCHUMOIO YyIlepOa HENpaBOMEPHBIMH JACUCTBUSIMH, U
yCTpaHEHUE MOCIIEICTBUN HapylieHus nHpopmanuonHoi 6e3omacHoct B [ BIOY.

Pemenue BolenepeunciaenHsix 3aaa4d B I'bJIOY ocymiecTBisercs nocpeacTBoMm:

ydyeTa Bcex MOJUIeKaIlUX 3alUTe HHPOPMALIMOHHBIX PECYPCOB;

KYPHAIMPOBAHUS JIEHCTBHI TepCOHANA, OCYIIECTBISIIOIIETO OOCTYKMBAaHWE W MOIU(PHUKAIHIO
IIPOrPaMMHBIX M IPOIPaMMHO-AINIAPATHBIX CPEICTB MH(POPMALIMOHHBIX CUCTEM;

perimaMeHTaluyd  MpoIeccoB  00paboTku  wHpopMmanmu, aAeWcTtBuil  pabotHukoB ['B/IOY,
OCYILECTBISIOLIMX OKCIUIyaTal[Ml0 IMPOrPaMMHBIX M MPOrpaMMHO-alIapaTHbIX CpPEICTB, HA OCHOBE
YTBEPKICHHBIX OPraHU3aI[IOHHO-PACIOPSAUTENBHBIX TOKYMEHTOB IO 3alUTe HHPOPMALUY,

Ha3HAUYEHUS U TOATOTOBKOM pPaOOTHMKOB, OTBETCTBEHHBIX 3a OPIraHU3AIMI0 M OCYIIECTBICHUE
MepOIpUATHI 1T0 o0ecnieueHnto nHpopMalmoHHoi 6ezonacHoctu B I'5/10Y;

HaJEJCHUs KaX/J0ro pabOTHMKAa MHUHUMAlbHO HEOOXOAMMBIMH MpaBaMH THpu  pabore
B MH(OPMALIMOHHON UHPPACTPYKTYPE COITIACHO UX JIOJKHOCTHBIM O0S13aHHOCTSIM;

coOMtoieHUsI BCeMU paOOTHUKAaMU, 3KCIUIYaTHUPYIOIIMMU U OOCIYXHUBAIOUIMMHU MNPOTpaMMHBIE U
IIpOrpaMMHO-aINapaTHble CpeAcTBa, TpeOOBaHUI OpPraHM3alMOHHO-PACTIOPSIIUTENbHBIX JOKYMEHTOB IO
BOIMpocaM oOecredeHnss THPOPMAaLMOHHONM 0€30MacHOCTH;

NEPCOHAJIBHONM OTBETCTBEHHOCTBIO KAXAOr0 pabOTHHKA 3a CBOM JCWCTBUS, YYaCTBYIOIIETO
B paMKax CBOMX (YHKIHMOHAJIbHBIX OOSA3aHHOCTEH B IHpoleccaXx aBTOMAaTHU3UPOBAHHOM 00paboTKH
MH(OPMALIUU U UMEIOILETro JOCTYI K pecypcaM HHPOPMAIIMOHHBIX CUCTEM;

peanu3anue TEXHOJIOTHYECKUX TIPOIECCOB 00paboTKM WH(GOpPMAIMU C  HCIOJb30BaHUEM
KOMIUIEKCOB OPraHM3allMOHHO-TEXHUYECKUX MEp 3allUThl MPOTrpaMMHOIO OOecredeHus, MporpaMMHO-
anmnapaTHBIX CPE/CTB,;

IOPUHATUS Mep IO OOECNEeYeHHI0 (PU3UUECKOW LETOCTHOCTH HpPOTrpaMMHO-alIapaTHBIX CPEICTB
MH(OPMAIIMOHHBIX CHCTEM U MOJAep )KaHUEM HEOOXO0AUMOTr0 YPOBHS 3aIUIIIEHHOCTH KOMIIOHEHTOB;

UCIOJb30BaHUSL TPOTPaMMHBIX M IPOrpPaMMHO-AIMAPAaTHBIX CPEJCTB 3allUThl MHGPOPMALUU
obpabarsiBaeMoM B ' BIOY 1 aqMUHHUCTpaTUBHOMN MOAIEP>KKOM UX UCTIONb30BaHUS,

KOHTPOJIS coOroAeHUs M0JIb30BATEISIMHU MH(GOPMaIIMOHHBIX cucreM  TpeOoBaHUM
Mo o0ecreyeHno HHPOPMaITMOHHON O€30ITaCHOCTH;

MpoBeJeHUsT aHanu3a A(PGEKTUBHOCTH MPHUHATHIX Mep 3allUThl MH()OpPMALMU U MPUMEHSEMBIX
cpencts 3amuThl nHPopmanuu B I'5/10Y;

pa3paboTKy U peau3aluy MPeaaoKeHUH M0 COBEPIICHCTBOBAHUIO CUCTEM 3alIUThl MHPOPMAIH B



I'BJIOY.
3 MPUHLMIBI OBECIEYEHUS HHO®OPMALIMOHHOM BE3ONACHOCTH

Obecrieuenrie MHPOPMAITMOHHONW O€30MaCHOCTH, JOJDKHO OCYIIECTBIATECS B COOTBETCTBUU
CO CJIEIYIOIIMMH OCHOBHBIMU IPUHLIUTIAMHU:

IpuHIHMI 3aKOHHOCTH

[Ipu BbIOOpPE MepompusiTUi MO 3ammTe WHGOPMALKU, AODKHO COOIONAThCS JIEHCTBYIOIIEE
3akoHOJaTenbCTBO Poccuiickoit denepanyu B chepe 3amuThl HHPOPMALUH.

Bce paboTHUKM [OJDKHBI HMMETh MpEACTaBICHHE OO0 OTBETCTBEHHOCTH 3a IPaBOHAPYIICHUS
B cdepe 3ammThl nHGOpMarmu. [IporpaMMHo-amnmaparaeie cpenctBa, npuMeHsembie B I'BJIOY umeroT
COOTBETCTBYIOIIME JUIEH3UU, OQUIHMAIBHO MPHOOpETaThCs Yy MpeAcTaBUTENCH pPa3pabOTUYMKOB STUX
CPEICTB WU SIBISITHCS MHTEIUICKTYAIbHON coOcTBeHHOCTRIO [ B/IOY.

IIpyuHOMI CHCTEMHOCTH

[Ipu co3gaHMm CUCTEMBI 3aIIMTHI JIOJDKHBI YYHUTHIBATHCS AaKTyaJbHBIE Yrpo3bl 0€30MacHOCTH
nH(pOpMalUY, BO3MOXHBIE OOBEKTHl U HANpaBJICHUs aTaK Ha HEEe CO CTOPOHBI HapymuTenen. Cuctema
3alIUTHI JOJDKHA CTPOUTHCS C YIETOM HE TOJIBKO M3BECTHBIX KaHAIOB YTEUKH HH(OPMAIUH, HO U C yYETOM
BO3MO>XHOCTH TOSIBIICHUS] HOBBIX YSI3BUMOCTEH B MPOrpaMMHOM 00€CIICUeHHH.

MpuHIMT KOMIJIEKCHOCTH

KomMriekcHoe HCIonb30BaHME CPEACTB 3alIMThl MH(OpPMALMKM TMPEANoiaracT CoOrIacOBaHHOE
IIPUMEHEHUE NPU TOCTPOCHUH LIETIOCTHOM CUCTEMBI 3aLLUThI, IEPEKPHIBAIOILEH BCE CYILIECTBEHHBIE YTPO3bI
6e3omacHocTy uHGOpMaIUU. 3alIKUTa TOJKHA CTPOUTHCS dUIeIOHHpoBaHO. Du3nveckas 3amuTa JOHKHA
o0ecrieunBaTbCsl PU3NIECKUMU CPEACTBAMH U OPTaHW3alMOHHBIMUA MEpaMH.

[Ipyn mocTpoeHMH, BHEAPEHUU M HKCIUTyaTallMM CUCTEMbl 3allUThl HH(POPMAIUU PYKOBOJCTBO
I'BIOY obecrieunBaeT yciaoBust s 3PHEKTUBHON KOOPAMHALINN JCHCTBHIA BCEX JIUI, 00CCIICUNBAOIINX
MH(OPMALIMOHHYIO O0€30MaCHOCTb.

IpuHIMI cCBOEBPEMEHHOCTH

Pa3paboTka cucrteMbl 3amuThl HHQOpPMAIMK JIOJDKHA BECTHCHh MApaIEIbHO C pPa3paboTKON
u  UHQOpPMAIMOHHOW  CHUCTEMBI.  OTO  TO3BOJIMT  Y4ecThb  TpeOoBaHUS  OE€30MacCHOCTH
IpU TPOEKTUPOBAHMU AapXUTEKTYphl M, B KOHEUHOM cdYeTe, co3nath Oonee dS(QexTUBHBIC
MH(OPMAaLIMOHHBIE CUCTEMBI, 00JIaJJatoIINe JOCTaATOUHBIM YPOBHEM 3aLUIIIEHHOCTH.

IIpyHIUI NPpEeeMCTBEHHOCTH

[locTosiHHOE COBEpIIEHCTBOBAaHME MEp M CPEACTB 3alllUThl HMHQOpPMAIMKM Ha OCHOBE
IIPEEMCTBEHHOCTH OPraHM3allMOHHBIX M TEXHWYECKMX peIIeHWH, KaJpoBOIO COCTaBa, aHalIMu3a
(GYHKIMOHUPOBAaHUST WH(MOPMAIMOHHBIX CHCTEM M CHCTEMBl €€ 3allUThl C YYeTOM HM3MEHEHUI
B METO/IaX U CPEJCTBAX MepexBaTa HH(OpMaIMK, HOPMATUBHBIX TpeOOBAHUH 1O 3aIUTE UH(OPMALIHH.

I[puHIMI 10CTATOYHOCTH

CooTBeTcTBHE YpPOBHS 3aTpar Ha oOecredeHne HH(POPMALMOHHOW O0€30MacHOCTH M IEHHOCTH
MH(OPMALIMOHHBIX PECYPCOB HA BEIMUYMHY BO3MOXKHOT'O yliepOa OT MX pasriallleHusl, YHUUTOXKEHUS U
ucKaxeHus. Mcmonb3dyemble Mephl W CpEACTBA 3allUThl MHGOpPMALMKA HE JOJDKHBI yXYyIIIaTh
SProHOMHUYECKHE MOKA3aTeTU KOMIOHEHTOB HHPOPMAIIMOHHBIX CUCTEM.

IIpuHIMI 0TBETCTBEHHOCTH

Boznoxenne oTBETCTBEHHOCTH 3a obecrieueHrne 0e30macHOCTH MHGpOpMalnuu U ee o0pabOTKH Ha
KaX/10r0 pabOTHUKA B IpejiesiaX ero MoJIHOMOYMA. B cOOTBETCTBUU ¢ 3TUM MPUHLUIIOM paclpeieleHne
npaB U 00s3aHHOCTEN pabOTHUKOB CTPOUTCS TaKUM 00pa3oM, YTOOBI B cilydae Jito0Oro HapylieHus Obul
M3BECTEH HAPYIIUTEb.

IpuHuMn 000CHOBAHHOCTH U TEXHUYECKOH peain3yeMocTH

NudopmanoHHbie TEXHOJOTHH, TPOrpaMMHBIE W TPOrpaMMHO-AINIapaTHbIE CPEACTBA, MEpPHI
3a0MThl WHGOpPMAIMKA JOJDKHBI OBITh PEaJM30BaHBl 10 COBPEMEHHBIM pEIICHUsIM, OOOCHOBaHBI
C TOYKM 3pEHMS JOCTIKEHHS 3a/laHHOTO YPOBHS 3alllUINEHHOCTH HH(GOpPMAIMM W 3KOHOMHYECKOH
1enecoo0pa3HOCTH, a TakKe COOTBETCTBOBATh  YCTAaHOBJIEHHBIM HOpPMaM M TpeOOBaHUAM
1o 6e30MacHOCTH H(OPMAIIHH.

IIpuHuun npogeccnonamzma



Peanu3arus Mmep 3ammThl MHQOpPMAIMK U JKCIUTyaTalysl CPEJACTB 3alIUThl MHPOpPMAINK JO0HKHA
OCYILECTBIATHCS MPOGECCHOHATLHBIMU CIIEUATUCTAMU.

[IpuBneyenune crnenUaIM3UPOBAHHBIX OpraHU3aALMM K pa3pabOTKe CPEeACTB U peau3alud Mep
3amuThl MHGOpPMAIUU, MOATOTOBICHHBIX K KOHKPETHOMY BHUJY JAEATEIbHOCTH IO OOECHEUEHUIO
0e30MmacHOCTH HHPOPMAITMOHHBIX PECYPCOB, UMEIOIIUX OIBIT MPAKTHYECKON PadOTHI U JIUIIEH3UU Ha ITPABO
OKa3aHus yciyr B 3TOI o0nacTu.

IMpuHUMN MUHUMHM3ALUU IPUBUJIET U I10JIb30BaTe el

ObecrieueHne Moab30BaTeNICH MPUBWIECTUSIMI MUHUMAJIBHO JOCTATOYHBIMU JJIsi BBHIIOJHEHUS UM
CBOMX JOJDKHOCTHBIX oOsi3anHOcTel B [ BJIOY.

4  OCHOBHBIE TPEBOBAHMA 110 3AIIUTE UH®OPMAIINU
OI'PAHUYEHHOTI O JOCTYIIA

Cucrema 3amuThl HMHPOpPMAIMU JOJDKHA TMpPEAyCMaTpUBaThb KOMIUIEKC OpPTraHU3aIl[MOHHBIX,
MPOrPaMMHBIX M TPOTPAMMHO-ANMAPAaTHRIX CPEICTB W Mep MO 3ammre HHpopMamum B TpOIEcce
ee 00paboTKH.

BrimonHenue TpeOOBaHU JOCTUTACTCS 32 CUET pealu3alny Ha 00beKTaX HHPOpMATH3AIMH MEp TI0
3amuTe HHPOpMAaIIH:

UACHTUDUKAINH U ayTeHTU(UKAIINHA CyOBEKTOB JIOCTYIa U OOBEKTOB JIOCTYIIA;

YIPaBICHUIO JOCTYIIOM CYOBEKTOB JJOCTYNA K 00bEKTaM JIOCTYIIa;

OTPaHUYCHUIO ITPOTPAMMHOM CPEIbI;

3aIUTE MAIIUHHBIX HOCUTENIEH MEPCOHAIBHBIX TaHHBIX;

perucrpanuu cOOBITHI 0€30IaCHOCTH;

AHTUBUPYCHOH 3alIUTE;

O0OHAPYKCHHUIO BTOPKCHHIA,

KOHTPOJIIO (aHAIK3Y) 3alIUIIEHHOCTH IEPCOHANBHBIX JTaHHBIX;

00eCTIeUYeHHIO [IEJTOCTHOCTH WH(OPMAIIMOHHON CUCTEMBI M TEPCOHATBHBIX JTAHHBIX;

00eCreueHnI0 JOCTYITHOCTH ePCOHABHBIX JaHHBIX;

3aIUTHI CPEIbl BUPTYyaIH3alliu;

3aIUThl TEXHUYECKUX CPEJICTB;

3aIUThl UHHOPMAITMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3H U MEpe/lauu JaHHBIX;

BBISIBIICHUIO MHIUJEHTOB M pEarupOBaHKUE HA HUX;

yIpaBieHUI0 KoHUTypanued MHPOPMAIMOHHON CHUCTEMBl M CHUCTEMBI 3alllUTHl MEPCOHAIBHBIX
JTAHHBIX.

I'BAOY, kak obnagatens nHGOpMAIIMK OTPAHUYCHHOTO JOCTYIIA, PU OCYIIECTBICHUU CBOMX IPaB
00s13aHo0:

coOJTr0/1aTh MpaBa U 3aKOHHBIE MHTEPECHI UHBIX JIUIL;

MPUHUMATH HEOOXOIUMBIE MEPHI IO 3aIUTE HHPOPMAIUH;

OTpaHUYMBAThH JOCTYN K MH(GOPMAIINH, €CIU Takas 00s3aHHOCTh YCTaHOBJIEHA 3aKOHOAATEIHCTBOM
Poccuiickoit denepanuu.

B Tom uncne I'BJIOY, BmpaBe ecnu MHOE HE MPETYCMOTPEHO 3aKOHOAATETHCTBOM Poccuiickoit
denepanuu:

paspemiaTh WIM OTpaHUYMBATH JAOCTYN K MH(POPMAIUU, OTPEACTATh MOPSAIOK U YCIOBHUSI TaKOTO
JOCTYIA;

HCII0Ih30BaTh HH(POPMAIIHIO, B TOM YHCJIE PACIIPOCTPAHSTH €€, 110 CBOEMY YCMOTPEHHIO;

nepenaBath MHGOPMAIUIO APYTUM JIMIIaM Ha YCTAHOBJICHHOM 3aKOHOAATEIhCTBOM Poccuiickoii
denepani OCHOBAHHH;

3alUIIaTh YCTAaHOBIEHHBIMU 3aKOHOATeNbcTBOM Poccuiickoii Deneparuu crmocobamMu CBOM MpaBa
B CTydae HE3aKOHHOTO TOJyYeHHS HH(GOPMAINH WA €€ He3aKOHHOTO MCIIOJIb30BAaHUSI WHBIMU JIMIIAMH;

OCYIIECTBISTh MHBIE EHCTBUS ¢ MH(MOpMalUel WK pa3pelaTh OCYIECTBICHUE TaKUX JCHCTBUIA,
ecim 9TH JENCTBUSA HE MPOTHBOpEYAT dhenepanbHBIM 3aKOHaM " JIPYyTUM
HOPMAaTUBHO-IIPAaBOBBIM akTaM Pocculickont denepauuu.

3ammTa nHQOPMAIIUA OTPAHUICHHOTO JTOCTYIIAa MPEACTABISIET COOO0M MPUHATHE OpraHU3aIIMOHHBIX
U TEXHUYECKUX MEP, HAIlPaBJIEHHBIX Ha!



coOmoieHre  KOH(PUACHIUATBHOCTH HMH(pOpMaui (MCKIIIOYCHHE HENpPaBOMEPHOro JOCTYyIa,
KOIMMPOBAHUSA, IPEOCTABIICHUS WIIM PacTipoCTpaHeHUs MH(OpMaIIUK);

o0ecreyeHre 1e0CTHOCTH HH(popMaIun (MCKIIOUEHHE HEPAaBOMEPHOTO YHUYTOXXECHUS
iy MoauQUITUpOBaHus HHOPMAITUN);

peanu3anyio mpaBa Ha JOCTyN K WHpopManuu (MCKIIOYEHHE HENpPaBOMEPHOTO OJOKHPOBAHHUS
nHpopManun).

CpenctBa 3ammThl MHQOPMALMU BHEAPSIOTCS IO pPE3ylbTaTaM MPOBEIEHHUS OIEHKH PHUCKOB
nH(pOpPMaMOHHOMN 06€30MMaCHOCTH.

Opranusanus 3alMThl HHPOPMALUH

[Ipu oprammzanuu B ['BJIOY 3amutel uHGOpManuM, AOKHBI BBIIOJHATHCS TPEOOBAHUS
®enepanbHoro 3akona ot 27.07.2006 Ne 149-03 «O6 nnpopmaryu, THYOPMALMOHHBIX TEXHOJIOTHAX U O
3aIuTe uH(pOpMaILTUN», KOTOpBIE PErynupyoT OTHOIICHUS, CBSI3aHHBIE
C YCTaHOBJICHHEM, U3MEHEHHUEM H MPEKpaIIeHuEM pekuma 00paboTKH 3amuinaeMon napopmanuu. B Tom
yuciie TpeOoBaHUs O 3aluTe HHGOPMAIUU, HE COCTABISIONICH TOCYIapCTBEHHYIO TallHY, COJepIKallencs
B TOCYIApCTBEHHBIX HH()OPMAIMOHHBIX cUCTeMax yrBepkiaeHHble mnpukazoM DPCTIK Poccum or
11.02.2013 No 17 «O0 YTBEPKICHUH TpeOoBaHUi 0 3aInTe nHpopmaruu,
HE COCTaBJISIOIICH TOCYJapCTBEHHYIO TaifHY, COJIEpIKalleicsi B TOCYJapCTBEHHBIX HWH(POPMALMOHHBIX
CHUCTEMaX) TUIS roCy/IapCTBEHHBIX MH(OPMALIMOHHBIX CUCTEM o KOTOPBIM
I'BAOY snserca Onepatopom.

B I'bAOY nomumo peanusanuyu OCHOBHBIX MEp 3alllUThl HH()OPMALIUU OCYIIECTBISETCS:

perynsipHasi ~ OLEHKAa W yIOpaBlIeHHEe  pHCKaMH  MH(POPMAIMOHHOW  0E30MacHOCTH
B COOTBETCTBUU C YCTAHOBIEHHBIMHU MPOLEAYPAMH B 00JIACTH YIIPABICHUS PUCKAMU;

nH(POPMHUPOBAHNE, oOyueHue u HOBBILICHHE KBaJTH(HKAIAN pabOTHUKOB
I'BAOY B chepe nundpopmanroHHON 6€30MaCHOCTH;

METOAMYECKAs TIOMOIIb Pa0OTHUKAM B BOIIpOcax obecredeHns HHPOPMAIIMOHHOH 0€3011acHOCTH;

aHaJIU3 U MTOMCK BO3MOKHOCTEH IO MOBBIIICHUIO YPOBHS 3aIIUIEHHOCTH HH()OPMALIUH.

Jnst opranmzanuu 3amuthl uHGopmanmu, ['BJJOY BmnpaBe mnpuMeHATH CpeACTBA M METOJbI
TEXHUYECKON 3allluThl, MPEANPUHUMATH APYrue, He MPOTHUBOpEUAIIne 3aKOHOJATeNbCcTBY Poccuiickoit
®denepannn, MepHI.

B pamkax oOecnedyeHus 3amuThl MH(GOpPMAIMK, B paMKax TPYAOBBIX OTHOLIEHHWH HEOOXOIUMO
O3HAaKOMHTh IIOJI POCIHUCH PAOOTHUKOB, NOCTYH KOTOPBIX K HH(OpPMAllMM OrpaHUYEHHOIO JOCTYIIa,
HEOOXO/AUM JUIsl BBIMOJIHEHMSI UMM CBOMX JOJDKHOCTHBIX OOs3aHHOCTEH, ¢ mepeyHeM HHGpOpMaLuu
OTpaHUYEHHOTO JocTyna, U NpuHATHIMU B 'BJI0Y mepamu 3amutsl nHGOpMauu.

Oco0eHHOCTH 32U THI NEPCOHAIBHBIX JaHHBIX

[Ipu opranuzanuu o0paboTKu nepcoHanbHbIX AaHHbIX B ['BJIOY pykoBoICTBYIOTCS TpeOOBaHUSIMHU
denepanbHOTO 3aKOHa oT 27.07.2006 No 152-03
«O nepcoHaNbHBIX JaHHBIX).

Ilepeuens mep, BbinonHeHHe KOTopbix obecnieunBaeT ['bJIOY B kauecTBe onepaTopa NepCcOHaIbHbBIX
JAHHBIX, TOJKEH BKJIIOYATh!

Ha3zHaueHue B ['BJIOY oTBeTcTBEHHOIO 3a OpraHU3aIio 00paboTKH MEPCOHATBHBIX JAHHBIX;

pa3paboTKy JOKYMEHTOB, OIpPENESIONIMX IpaBuia B OTHOLIEHMH OOpaOOTKM MEpPCOHANIbHBIX
nanHbIX B 'B/IOY, oKalbHBIX aKTOB MO BoIlpocaM 00pabOTKH NMEPCOHATBHBIX JaHHBIX;

MIPUMEHEHNE OPraHU3alMOHHBIX U TEXHUYECKUX MEp M0 00eCieueHUI0 0€301aCHOCTH MTEPCOHANTbHBIX
JAHHBIX B COOTBETCTBMM cOo  crathedl 19  DenepasibHOro  3aKkOHa  OT 27.07.2006
Ne 152-®3 «O niepcoHABHBIX JTaHHBIXY,

BBINOJIHEHUE TPEOOBaHMI 10 COCTaBY U COJEP’KAHUIO OPTaHU3AIMOHHBIX M TEXHUYECKUX MEp I10
o0ecrniedyeHno 6€30MacHOCTH MEPCOHATIBHBIX JaHHBIX IPU UX 00paboTKe B MH(OPMALIMOHHBIX CHCTEMaX
NEepCOHANBHBIX JaHHbIX yTBepKAEHHBIX I[Ipukazom @O®CTOK Poccum or 18.02.2013 Ne 21 «O6
YTBEPKACHUM COCTaBa M COJAEpPXaHUS OPTraHMW3allMOHHBIX M TEXHUYECKHMX Mep IO OOeCHeuyeHHUI0
0€30MaCHOCTH MEePCOHATBHBIX JaHHBIX MPU UX 00paboTke B MHPOPMALMOHHBIX CUCTEMaX IMEPCOHAIBHBIX
TAHHBIX,

OLIEHKY Bpela, KOTOpPbIi MOXeT ObIThb TNPUYMHEH CyObEeKTaM MEepPCOHAJIbHBIX JAaHHBIX
B cinydae Hapymenus @enepampHoro 3akoHa Ne 152-D3, cooTHomeHHE YyKa3aHHOTO Bpena



U TPUHMMAEMbIX OIEPaTOpPOM Mep, HANpaBICHHBIX Ha OOECICYEHUE BBITIOJHEHUSI OO0S3aHHOCTEH,
npeaycMoTpeHHbIX DeaepanbHbIM 3akoHOM No 152-D3;

o3Hakomsienne pabornukoB ['BJIOY, HemocpeACcTBEHHO  OCYHIECTBISIONIMX  00pabOTKy
MEePCOHANBHBIX  JaHHBIX, C  TOJOXKEHUSIMU  3aKoHojaTenbcTBa  Poccuiickoit  Dexpepanuu
0 MEePCOHANBHBIX JIaHHBIX, B TOM YUCIIe TPEOOBAHUSAMH K 3aIIUTE NMEPCOHATBHBIX TaHHBIX, JOKYMEHTAMHU,
onpeaenstomumu TpedoBanus ['bJI0Y B oTHOmIEeHNN 00pabOTKHU EPCOHATBHBIX JAHHBIX U 00ydeHue, mpu
HEO0XO/IMMOCTH, YKa3aHHBIX pAOOTHHUKOB.

Obecrnieuenre 0€30MaCHOCTH NEPCOHABHBIX JaHHBIX IOCTUTAETCsl, B YACTHOCTH:

ONpeNieJIeHueM  yrpo3 M HapymwurTened  0e30HacHOCTH — MEPCOHANBHBIX  JTAHHBIX
pHu Ux 00paboTke B MUHPOPMALIMOHHBIX CHCTEMaX IMEPCOHATBHBIX TaHHBIX;

ONpENICJICHUEM  YPOBHS  3alUIIEHHOCTH  TEPCOHAIBHBIX  JAaHHBIX B COOTBETCTBUHU
¢ TpedoBanusamu [locranoBnenus [IpaButenscrBa Poccuiickoit @enepammu ot 01.11.2012 Ne 1119 «O6
YTBEPXKACHUM  TpeOOBaHMHW K  3allUTE€  [EPCOHAJbHBIX  JAHHBIX INpU  UX  00paboTke
B MH()OPMALIMOHHBIX CHUCTEMaX MEPCOHATBHBIX TAHHBIX»;

MPUMEHEHHEM TMPOIISIIINX B YCTAHOBICHHOM MOPSIKE MPOLEIYPY OLCHKH COOTBETCTBHS CPE/ICTB
3aIuThl HHQOpMaIINH;

OLIeHKOH 3((PeKTHBHOCTH NPUHUMAEMBIX MEp MO 3alIUTe IEPCOHANBHBIX JAHHBIX JO BBOJA
B AKCIUTyaTaluio HHHOPMAIIMOHHON CUCTEMBI IEPCOHANIBHBIX JAHHBIX

BOCCTAQHOBJICHHEM I[E€PCOHAIBHBIX JAaHHBIX, BCJIEJICTBHE TIOJIYYCHUS HECAHKIIMOHHUPOBAHHOTO
JIOCTYTIa K HUM;

YCTQHOBJICHMEM  MpaBHJ  JOCTyla K  [EPCOHANBHBIM  JaHHBIM,  00pabaThIBa€MbIM
B MHGOPMAIMOHHBIX CHCTEMax I[ePCOHAIbHBIX JaHHBIX, a TaKkKe OO0ECIeueHUEM pPErucTpaluu
M ydeTa BCEX JCHCTBHIA, COBEpIIAEMBIX C MEPCOHAIBHBIMU JAaHHBIMH B WH(MOPMAIMOHHBIX CHCTEMax
MIEPCOHANBHBIX JTAHHBIX;

KOHTPOJIEM 3a NMPHUHUMAEMBIMH MEPaMHU IO 3alIMTe TEPCOHAIBHBIX JAHHBIX U OIPENEICHHOTO
YPOBHSl  3AlIUIICHHOCTH HH()OPMALIMOHHBIX CHCTEMax MEPCOHAIBHBIX JaHHBIX B  IpoIecce
ee IKCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHUSA K ITPOHECCAM OBECIIEYEHMU A
WH®OPMAIIMOHHOM BE3OITACHOCTH

Metoanyeckoe pPYKOBOJCTBO, pPa3pabOTKy pelIeHUWH Mo 3amuTe HH(OpMaIUH, COrjacoBaHHe
BbIOOpPA CPEJICTB BBIUMCIUTEIbHON TEXHUKH, TPOTPAMMHBIX U IPOrPpaMMHO-aNapaTHIX CPEJCTB 3aIIUThI
uH(pOpMalNY, OpraHU3alrio padoT MO BEISIBICHUIO BO3MOXKHOCTEH U MPeTyNPEeKICHNUIO0 YTEUKU U CBOUCTB
3aluIaeMoi nHpopMalum, arTecTauo 00beKToB HHpopmaTuzanuu ocymectsiser ' BIOY.

Puznyeckas 0e30MaACHOCTH

[IpunsTHIE OpraHU3allMOHHBIE U TEXHUYECKHE Mephl 1o 3amuTe noMeuiennit ['bJIOY, cepsepHoro u
KOMMYTAllUOHHOTO  00Opy/IOBaHMS,  aBTOMATU3MPOBAHHBIX  padoyMX  MeCT  THoJb30BaTesei
nHpopmanuonubix cucreM ['6/I0OY obecneunBaroT peanusaiuio caeayommnx Mep 1o:

pasrpaHMUYeHHIO 10cTyna paboTHHUKOB B oMenieHus: ' bJJOY B cOOTBETCTBUM C UX MOTHOMOUYHMSIMU
U JOJPKHOCTHBIMHU O0SI3aHHOCTSIMU;

peructpanu  (GakToB BXO0Jla pPAOOTHUKOB B IIOMEIIEHHS B KOTOPBIX Bejercs o0paboTka
MIEPCOHANIBHBIX JTAaHHBIX;

KOHTPOJMpPyeMOMY NpeObiBaHMIO ocTopoHHUX Jull B ['BJIOY B momerenus, B KOTOPBIX BeJeTCs
00paboTka nH(pOpMaIMK OTPAaHUUEHHOTO JIOCTYIIA U Pa3MEIECHBI anlapaTHbIE CPeICTBa HH(GOPMAITMOHHON
CUCTEMBI,

OpraHU3aIHH PeKUMa KOHTPOJIUPYEMOTO BHOCA/BBIHOCA CPEACTB 00pabOTKH MH(OPMAITUH.

ITomemenuss I'BJIOY o60opynoBaHbl JETEKTOPAaMU OTHSA M JbIMa, OTHETYLIMTEISIMH, CHCTEMaMHU
KOHUIIMOHUPOBAHUS BO3/yXa, CPEICTBAMU OXPaHHO-I0’KapHON CUTHAIU3AIIUH.

OcHoBHOE cepBepHOE 1 KOMMYyTalnoHHoe obopyaoanue ['bJIOY 3amuieHo ot nepe6oes B mojiaue
ANEKTPOIHEPIHH yTEM MOIKIOYEHHUS K AJIEKTPOCETH C MPUMEHEHHEM HMCTOYHHMKOB OecriepeboiHHOoro
NUTaHUS W PE3EepPBHOrO JAu3enb-TeHepaTopa. McTouHuku OecriepeOOMHOTrO MUTAHHS —PEryspHO
TECTUPYIOTCS ¥ TIPOBEPSIIOTCA  yMOJTHOMOYeHHbIM pabotHukam ['BJIOY B cooTrBercTBHM C
PEKOMEHNALUAMHU TPOU3BOJUTEIS.



ITopraTuBHBIE TEXHUYECKUE CPENICTBA HE JOJDKHBI OCTaBATHCA 32 MPEEIaMU KOHTPOJIUPYEMON 30HbBI
I'BAOY 6e3 kouTpois co ctoponsl padotHukos 'BJIOY.

Be3onacHocTh Ha pabouyem mecTe

3ampemaercs BECTH 3allUCh IAapoJied B  OTKPBITOM BHJIE€ HAa MaTepUAIbHBIX HOCUTEI,
32 UCKJIIOUEHUEM CITy4aeB, PEIJIAMEHTUPOBAHHBIX METOJIOB XPaHEHMUSI.

JIOKyMEHTBl M HOCHTEIM C MHpOpPMaLuel OrpaHWYeHHOro JOCTyHa JOJDKHBI YyOUpaTbes
B omeyarbiBaeMbie Mecta (ceddbl, mKkapel W T.OL.), TOpH yxome ¢ pabodyero MecTa.
Ha aBTomaTtu3upoBanHoM pabouyem Mmecte Ilonmp3oBarens pabouast ceccus NODKHA ObITH IIPEpBaHa,
pabouwuii cron 3a610KkHpoBaH. BXo monp30BaTesst B CUCTEMY HE JIOJDKEH BBITIOIHATHCS aBTOMATHYECKH.

JIOKyMEHTBI, cojeprKaiiue HHPOPMALHI0 OIPaHUYEHHOTO JOCTYIMA, JOJKHBI Cpa3y U3bIMAThCS U3
NeYaTaromuX yCTporucTB. g yrunnzanun KOHQUICHIMATBHBIX JOKYMEHTOB, JOJDKHBI UCTIOIb30BaThCS
YHUUYTOXKHUTEIM JIOKYyMEHTOB HE HUXKe 4 YypOBHS IO CTaHAapTy O€30IacHOCTH, MPHUMEHSEMOMY K
YHUUYTOXKUTEISIM IOKYMEHTOB.

ITpu ncnonb30BaHUM MOOUIIBHBIX TEXHUYECKUX CPEICTB HEOOXOAUMO COOIIOAATh JOIOIHUTENIbHbIE
MEpbl 10 perjaMeHTallMd W KOHTPOJIIO HCIOJb30BaHUA B WH(POPMALMOHHOM CHUCTEME MOOMIBHBIX
TEXHUYECKHUX CPEJICTB.

Haxoxpaenue npeacraBuresneil IOpUIMUEeCKHUX JIMI B paMKaxX UCIIOJHEHUs JOTOBOPHBIX 00s3aTENIbCTB
B [IOMEUICHUSAX B KOTOPBIX BeeTcss 00padoTka nHpOpMaLMK OTPAaHUYEHHOTO JOCTYIa UH(OPMAIIMOHHON
CHCTEMBI, BO3MOYKHO TOJIEKO B cOmnpoBokaeHuu padornuka I'B/IOY monmymenHoro 10 00pabOTKH Takoi
nHpopMaIuu.

Pa3zmMernienne TeXHHUECKUX CpeICTB BbiBoAa nH(opMmarmu B momemeHusx ['bJJOY npousBogurcs ¢
YYETOM HCKIJIIOUEHHSI BO3MOXKHOCTU BH3YaJbHOI'O IPOCMOTpPAa MHPOPMALUU MOCTOPOHHUMHU JHMLAMHU U
paboTHHKaMU, HE TOMYIICHHBIM K padoTe ¢ JaHHOM HH(pOpMaIHe.

TexHuueckue cpeacTBa JODKHBI pa3MelIaTbcs U XPaHUTbCS TaKUM 00pa3oM, YTOOBI COKPAaTUTh
BO3MO>KHBIN PUCK ITOBPEKIEHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

Texnn4yeckoe o0caykuBaHue 000py10BAHNUS

Texuuueckue cpeacta ['BJIOY mpoxomsT Ha peryisipHO OCHOBE CEpBHUCHOE OOCITY)XKHBaHUE B
COOTBETCTBUH C PEKOMEHJIALMSAMU IPOU3BOIUTENEH 000pyJ0BaHUS.

PeMoHT U cepBucHoe O0OcCiIy)XHBaHME OOOpPYIOBaHUS  JOJIKHBI  BBIIOJIHATBCA  TOJBKO
KBaJM(HUIUPOBAHHBIMU CIIELUATHCTAMH.

TexHnueckoe oocmykuBaHre 000pyA0BaHNS CTOPOHHUMH OpPraHU3alUsIMU HE JOJKHO IPUBOJIUTH K
PHUCKY HapylIeHUs KOH(UIEHIMATFHOCTH 3allUIIaeMoi HHPOPMAaLIKH.

B3anmopaeiicTBue ¢ TPeTbUMH JTULAMU

B umemsx obecneyenuss wunHdopmanmonHoit 6e3omacHoctd ['BJIOY mnpu  B3aummoaeiicTBuH
C TPETHUMH JIMLIAMU BBITIOJIHSIET CIIEIYIOIINE MEPOIIPUATHS 110!

3aKJIFOYEHHIO COTJIALIeHUs O HEepa3IIallleHn HHPOPMALUK OTPAaHUYEHHOTO JOCTYIa MOJIY4eHHO! B
X0/1€ UCTIOJIHEHUS JOTOBOPHBIX 0053aTENbCTB,;

OCYILIECTBIEHUIO KOHTPOJISL 32 JCMCTBUSMM TPEACTABUTENECH KOHTPAareHTOB B IIpenenax
KoHTpoiupyemoi 3086 [ BIOY.

YnpasiieHue ’KU3HEHHbIM IMKJIOM HHGOPMALHOHHBIX CHCTEM

Meponpustus B mpoliecce )KHU3HEHHOTro IuKiIa nHpopMauoHHbix cucteM ['bJ/IOY HanpaBieHs! Ha
obecriedeHre 3aliuThl MHGPOPMALMU NpU BBOAE B JeHCTBUE, SKCIUTyaTalluH, CONPOBOXICHUU U
MOJIEpHU3ALIMH, BBIBOJIA U3 IKCIUTYaTallUH.

OcHoBaHueM npu pa3paboTke UHOOPMAITMOHHBIX CUCTEM JOJDKHBI SBIATHCS PELICHUS TPUHATHIE HA
CTaauu (dhopmupoBaHus TpeOoBaHU, cojepxKanie TpeOoBaHuUs B TOM quCIe
[0 CUCTEME 3aIIUTHI HHPOPMALIUH.

JIroboe miaHupyeMoe K BHEAPEHUI0 H3MEHEHHEe WH(OPMAIMOHHOW CHCTEMBI IpeIBAPUTEIILHO
JOJDKHO OBITh MPOAHATU3UPOBAHO HA COBMECTMMOCTb M OTCYTCTBHE HapyLICHMH pabOTOCHOCOOHOCTH
CHUCTEMHBIX KOMIIOHEHTOB B TOM UYHCJI€ CPE/ICTB 3alUThI HH(OPMALIUH.

PaboTh! Mo MoiepHU3aIMY UHPOPMALIMOHHONW CUCTEMBI, B TOM YHUCIIE IO YCTAaHOBKE MPOTrPAMMHOIO
oOecrnieueHrs 1 0OHOBJICHH, TOJKHBI IPOBOJUTHCS B Hepabouee BpeMs UITU BpeMsl HauMeHblIel paboyeit
Harpys3kKu.



IIpu BBIBOAE U3 OKCIUIyaTallMd HMH(OPMAIIMOHHBIX CHUCTEM JIOJDKHO  OOeCIeyMBaThCs
rapaHTUPOBAaHHOE yJaleHue oOpabaTbiBaeMOl M XpaHMMOW B HUX HMHGOpPMAIMU C HCIOIb30BAHHEM
CPEACTB TapaHTUPOBAHHOTO YHHYTOXKECHUS HHPOPMALMU WM TyTeM (PU3HMUECKOro YHUYTOKEHUS
HocuTeneil nHpopMaIuu.

Bce mpouenypsl obecrieueHust  3amuThl  mHGopMmanuu, ycTaHoBieHHele B ['B/IOY
B OTHOILIEHUU UH()OPMALIMOHHBIX CUCTEM, BBITIOIHSIOTS U KOHTPOJIUPOBATHCS OTBETCTBEHHBIMU JIMLIAMU 32
OpraHu3aIyio paboT Mo 3aumTe HHPOPMALUH.

KoHTpoJb 1ocTyna k ”H(GpOPMAIHOHHBIM CHCTEMaM

Bce pabornuku ['BJIOY, nmonymenneie kK pabore ¢ HMHOOPMAIMOHHBIMH CHUCTEMaMH HECYT
MIEPCOHANBHYIO OTBETCTBEHHOCTH 32 HAPYILIEHUSI YCTaHOBJICHHOIO OpsiKa 00pabOoTKH HH(POPMAIUH.

YpoBeHb MOJHOMOYMH mMonb30BaTenss B uHpopManmonHoi cucreme ['BJIOY ompenensercs B
COOTBETCTBHUH C €r0 JOHKHOCTHBIMU 00S3aHHOCTSIMHU.

Hoctyn  monb3oBarenedt k  umHpopMmanuoHHBIM  cuctemam  ['BJIOY  koHTponmpyercs
aJIMMHHUCTPATOPOM UH(GOPMAITMOHHOMN CUCTEMBI.

OcCylIecTBIEHHE PETYJISIPHOTO KOHTPOJS BBINOJHEHHS OPraHU3alMOHHO-PACIOPSAIUTENbHbBIX
JOKYMEHTOB, KacalolIuxcs periaMmeHTanuu gonycka pabotuukos I'BJI0Y k uHpopMaIimoOHHBIM CHCTEMAM.

HNpentnduxanusa u ayreHTUPUKAIMS

JHoctyn nonb3oBaTeneidl K MHGOOPMALMOHHBIM CUCTEMaM JOJKEH MPEAOCTABIATHCS TOJIBKO MOCHEe
YCIICITHOTO 3aBEPUICHUS WACHTU(PHUKAINN, ayTeHTU(HUKAITUH.

[Tonydenue nonp3oBaTeneM UMEHU B UH()OPMALIMOHHOM CHCTEME U TapOoJist, KOTOPbIe 00ECIeUnBalOT
JOCTYyll K MH(POPMAIMOHHON CHUCTEME, JOJKHO OCYHIECTBIIATHCA IO MPEACTABICHUIO PYKOBOJIUTEINS
CTPYKTYPHOT'O TIOJIpa3/IeJICHUs.

YnpasJjieHue 10CTYIIOM

B I'BJIOY ocymiectBisercs ynpaBlieHHE OOCTYNOM K HMH(OPMALMOHHOW CHCTEME IMOCPEICTBOM
peayin3allii HEOOXOJUMBIX METO/AOB, THUIIOB M IMPaBWJI pa3rpaHUYEHUs] JOCTyNa I0JIb30BATEISAM
unpopmannonHor cucrtembl ['BJIOY. B ToM uymcne oOecriedeH 3allMINEHHBIA YyAaICHHBIA JOCTYII
CyOBEKTOB JOCTyNa K OOBEKTaM JOCTyNa 4epe3 BHEIIHME HH(OPMAaLUMOHHO-TEIIEKOMMYHUKAIIMOHHBIE
CETH.

Be3onacHocTh npu padore ¢ HocUTENAMH HHGOPMALMHT

Pabotauku I'BJIOY MCHONB3YyIOT TOJNBKO YYTEHHBIE ChbEMHBIE MAIlMHHBIE HOCUTEIN HH(pOpMaIUu
JUIS BBITIOJIHEHUSI CBOMX JIOJKHOCTHBIX 00si3aHHOCTEN. M crosib30BaHNE CheMHBIX MAllIMHHBIX HOCHUTEIEH
uHpopmanuu B 'BJIOY B HHBIX LIESIX CTPOTO 3aMperieHo.

CpeMHBIE MalIMHHBIE HOCUTENHW MH(OPMALMU JOJKHBI XpaHUTCA B ONEYAThIBAEMBIX IKadax, B
MOMEIICHUAX B KOTOPBIX MPEAYCMOTpEeHa 00paboTKa MH(POPMAIIUK OTPaHUYEHHOTO JOCTYIA.

B cnyyae kpaku MM NOTEPU CHEMHOI'O MAIIMHHOIO HOCHUTENs HMH(GOpMallUMU, a TakkKe HHbBIX
MHIUJIEHTOB, KOTOPbIe MOTYT MPUBECTH K HAPYIIEHUIO CBOWCTB MH(POPMALMU OIPaHUYEHHOIO JI0CTYIIA,
JOJKHBI IPOBOJAUTHCS MEPOIIPUATHS 110 PACCIIETOBAHUIO TAKUX MHITUACHTOB.

IIpu BBIBOAE M3 HSKCIUTyaTallUd CHhEMHOIO MAIIMHHOIO HOCHUTENS WH(pOpMAalMH, BCE AAHHBIE,
XpaHsAILIMecs Ha HEM, IOJKHBI ObITh YAalIeHbI ONIpeIeJICHHON KOMUCCUEH U3 ynciia pabOTHUKOB, CPECTBOM
rapaHTUPOBAHHOTO YHUYTOXXEHUSI MH(DOPMALIHH.

@dakT yHUUYTOXKEHUS HH(OPMALlMU Ha ChEMHOM MAallIMHHOM HOCHUTeNe HH(popMauu GUKCUpYeTCs B
aKTe 00 YHHYTO)KEHUU MH(OpMAIK CO CheMHOI0 MAIMHHOTO HOCHUTEINSI HH(OPMAIIHH.

Perucrpanus co0bITHI

B I'BAOY OCYILECTBIAETCS perucrpanuu COOBITHI Oe3onacHoCTH
Ha Bcex KommoHeHTax uHpopmanmoHHbeix cucteM ['BJIOY, B koTOprix 0OpabaThiBaeTCsl 3amuiiaeMas
uHpopManus.

AHTHBHPYCHAs 3a1UTA

B nemnsix obHapyxeHUs U ycTpaHeHHs BpeJoHOCHBIX mporpamm B ['BJIOY ucnonb3yrores cpeacTaa
aHTUBUPYCHOM 3aIIUTHI UH(DOPMALIUH.

O0s3aTenbHOMY KOHTPOJIIO CPEJICTBOM aHTHUBUPYCHOW 3aIUTHhl MH(OPMAIMU JTOJKHA IMOAJIEKATH
mobas nHdopmanus (TekcToBble (aiibl J0ObIX (opMaToB, (ailibl NTaHHBIX, UCIOJIHAEMbIe (halibl),
nosryyaemasi 51 nepegaBaeMas o JIOKaJIbHOU BBIYUCIIUTEIILHON ceTu



B TOM YHCJIE ¥ CETSAM OOILEro MoJIb30BaHUs, a Takke MHPOpPMALUs, XpaHUMasi HA ChEMHBIX MAIIUHHBIX
HOCHUTEJISIX HH(OpMAITUH.

[Ipu ycraHOBKE NMPOrpaMMHOIO OOECIIE€YeHHsS MM €ro OOHOBIICHHS Ha CEBEpHOE 00OpyIOBaHHE
JI0J’KHA aBTOMAaTUYECKH BBINOJIHATHCS MPEeIBApUTENbHAs IPOBEPKA JAHHOTO IIPOTPAMMHOI0 00ecIeueHus
Ha OTCYTCTBHUE BPEOHOCHOIO IIPOIPAMMHOI0 00€CIICUEHHUS.

OOHoBiieHne 0a3 cUTHATyp [Js CpeACTBa AHTHBUPYCHOW 3allUThl MH(MOPMALUU  JOJKHBI
OOHOBIIATHCS €XKETHEBHO.

[Tonb30Barenu 6e3 IIpaB aZIMAHHCTPATOPA MH(GOPMALIMOHHON CUCTEMBI
I'BIOY He 1omKHBI UMETh BO3MOKHOCTb MOJIYUEHUS IOCTYIA K KOH(PHUTYypaIliu aHTUBUPYCHOTO CPEJICTBA
3aIUTBI WK €r0 OTKJIIOUEHUS.

KoHTpoJ1b 3211MIIICHHOCTH NePCOHAIBLHBIX JAHHBIX

B memsix uCKIOUEHHUS HSKCIUTyaTalluM YS3BUMOCTEH IPOrpaMMHOro 00€CHedeHus: JOJKHBI
OPOBOJIUTCS  PabOThl 1O  BBIABICHHUIO, AaHAIM3Y YA3BUMOCTEH HMH(OPMAIMOHHONW  CHUCTEMBI
U OIIEPAaTUBHOE YCTPAHEHHE BHOBb BBIABJICHHBIX YSI3BHUMOCTEH. B TOM 4ucie opraHusanus KOHTPOJIS
YCTaHOBKHM OOHOBJICHUS IIPOTPAMMHOT0 00ECTIEYeHUS BKIIOYAsl CPEACTB 3aLIUThl HH()OPMAIIH.

Hcnonb3oBaHue MPpOrpaMMHOro odecreyeHust

Bribop mporpammuoro otecneudeHust aisi Mpou3BoAcTBeHHBIX HYXJ ['BJIOY mpousBoautcs B
IIPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOIO B ENMHBIN peecTp pOCCHHCKUX IIPOrpaMM IS AJIEKTPOHHBIX
BBIUMCIIMTENIFHBIX MAIIMH W 0a3 JaHHBIX. B ciydae otcyrcrBus ananora B EamHOM peectpe pocCHiiCKIX
IIpOrpaMMm JUISL JNEKTPOHHBIX BBIYHCIIUTEIbHBIX MallliH
1 0a3 JaHHBIX JOIYCKAEeTCs UCIIOJIb30BaTh IPOrPAMMHOI0 00ECIIeYeHNE UMIIOPTHOTO ITPOU3BOJICTBA.

Hcnonb3oBanue cpeacTB KpUNTorpapuyeckoi 3ammrbl HHGOpManuu

Obecneuenne 3amuThl MHQOPMAIUM OTPAHUYEHHOTO JIOCTYNA OT PACKPBITUS, MOIU(PHUKAINN
U HaBsA3bIBaHUS (BBOJA JIOKHOW MHQOpManuu) npu ee 1nepenade (MOATOTOBKE K Iepenaue)
10 KaHaJlaM CBSI3M, UMEIOIINM BBIXO/] 32 MPEEIbl KOHTPOIUPYEMOM 30HbI 00€CIIEUNBAETCS IPUMEHEHHEM
CpeACTB KpUnTorpadguyeckoi 3amuTel UHHOPMALIUH.

[Tpuobperenune cpenacts kpunrtorpadpudeckoit 3ammtel nHGopmanun ['BJIOY ocymectBnsercs Ha
OCHOBAHUU JIOTOBOPOB M KOHTPAKTOB C JUMLAMH HUMEIOIMMU JehcTByromyto juneHsuo @Chb Poccun Ha
OCYIIECTBIICHHE MACSTEIBHOCTH IO pa3padOTKe, MPOU3BOACTBY, PACIPOCTPAHCHHIO HIH(PPOBATHHBIX
(xpunTorpapu4ecKux) CPEICTB, MH(POPMALIMOHHBIX CUCTEM
U TEIEeKOMMYHUKAIIMOHHBIX  CHCTEM, 3alllUUICHHBIX C  HCIOJIb30BaHHEM  IMIM(PPOBAIBbHBIX
(kpunTorpaM4ecKux) CpeJCTB, BBINOJHEHHIO pPA0OT, OKa3aHHIO yCcIyr B o0jacTh MUGpPOBaHMS
nH(pOpMaLUK, TEXHUYECKOMY OOCIY)XMBaHHIO IHUQPPOBAIBHBIX (KpUOTOrpaUUECKUX) CPENACTB,
MH(POPMAIIMOHHBIX CHCTEM U TENEeKOMMYHMKAIIMOHHBIX CHCTEM, 3alllUIIEHHBIX C MCIOJIb30BaHUEM
MUPPOBATIbHBIX  (KpUNTOrpaUUecKUX) CpelIcTB (32 HCKIIOYEHUEM cllydas, €eClIM TEXHHUYECKOoe
oOciy)kuBaHue  MHUQPOBATBHBIX  (KpUNTOrpaUUecKnx) CpelicTB, HHGPOPMALMOHHBIX  CHCTEM
U TEJIEeKOMMYHUKAIIMOHHBIX  CHUCTEM,  3alllMUIIEHHBIX C  HCIIOJIb30BaHMEM  IIH(POBaIbHBIX
(kpunTorpau4eckrx) CpeacTB, OCYIIECTBISAETCS A oOecredeHnus COOCTBEHHBIX HYX/ IOPUANYECKOTrO
JIUIA UK UHIMBUTyaJIbHOTO MPEATNPUHUMATES).

B 1mensx opraHumzammu M o0ecriedeHUWM Teperaud  MHQPOpPMALMU 10 KaHajlaM  CBSI3U
C HCMOJb30BAaHUEM CPEACTB KpUNTOrpauyeckol 3aiuThl HHQOpPMAlMM, a TakKKe BBIMOIHEHUS
muueH3noHHbIX TpeboBanuit @®Ch Poccun B 'B/IOY co3nan opran kpuntorpaduueckoif 3aInThl.

[Topranbusie pemenust I'BJIOY ¢ BO3MOXKHOCTBIO IOCTYIA C CETEH 00IIETo MOJb30BaHUs JOJDKHBI B
npUopuTeTe pazpadaThIBaTHCS C OpraHU3allMEl 3aIIMIIEHHOr0 KaHalla MMOCPEICTBOM mpoTokona TLS ¢
noanepskkoit anroputmos 'OCT 34.10.

Hcnosb3oBanue 3JIEKTPOHHOM MOYThI

OnexkTpoHHas mourta ucnonb3dyercs B ['BJIOY ¢ menpio opranuzanuu oOMeHa 3JIEKTPOHHBIMU
COOOIICHUSAMHU MEX 1y paOOTHUKaMHU U CyObeKTaMH HH(POPMALIMOHHOM 0€301acHOCTH.

[Ipy ncnosb30BaHNM AIEKTPOHHON MTOYTHI 3aIIPEIIACTCS:

oOMeH uH(popMarmen g ciaykeOHOro IMOJIb30BaHMs, a Takxke HH(opMalueld OorpaHMYeHHOTO
JOCTYIa;

IIPEIOCTABIIEHUE IOCTYIIA K 3JIEKTPOHHOM MOYTE € UCIOJIb30BAHUEM JIAHHBIX CBOEH YUETHON 3alluCU
TPETHUM JIULIaM;



MyOJNIMKalUsi CBOETO CIYKeOHOro ajpeca 3JCKTPOHHOM MMOYTHI B AJIEKTPOHHBIX KaTajorax,
Ha IIOMCKOBBIX MAILIIMHAX U IPYTHX pecypcax ceTH VIHTEepHET B LieNsX, HE CBSI3aHHBIX C MCIIOJHEHUEM CBOUX
JIOJDKHOCTHBIX 00s3aHHOCTEH;

MOJIMCKA IO 3JIEKTPOHHOM IOYTe Ha pa3jMyHble PEKIaMHble MaTepuajbl, JHCThl PACCBHUIKH,
AJIEKTPOHHBIE KYpPHAJbl M T.[., HE CBS3aHHbIE C BBINOJIHEHUEM I10JIb30BATEIEM JIOJDKHOCTHBIX
00513aHHOCTEH;

OTKpBITHE (3aIlyCK Ha BBINONHEHHE) (AMIOB, TMOJYYCHHBIX IO OJIEKTPOHHOW  IOYTe
WK U3 pecypcoB cetu MHTepHer, 0e3 mpenBapuTeabHON MPOBEPKH UX AHTUBUPYCHBIM IPOTrPaMMHBIM
obecrieucHUEM.

Pabora B ceTsix 00111€r0 110JIb30BAHUA

I'BJIOY ocraBisier 3a co0oii MpaBo OIOKHPOBATH MM OTPAHUYMBATE TOCTYI PAaOOTHUKAM K CETSM
CBsI3U OOIIEro MOJIb30BaHUs, B TOM 4Hcie ceTd MHTepHeT, coepkKaHne KOTOPbIX HE UMEET OTHOLIEHUS K
WCTIOJHEHUIO JIOJDKHOCTHBIX OOSI3aHHOCTEH, a Takke K MH(POPMALMOHHBIM pecypcaM, COJAEp)KaHHe U
HalpaBJIEHHOCTh KOTOPBIX 3alpelleHbl 3aKoHoaaTenbcTBOM Poccuiickoit denepaunu.

Nudopmanus o  mocemaembix — paborHukamu  ['BJIOY  uHpOpMAIMOHHBIX  peCcypcoB
IIPOTOKOJIMPYETC JJsl MOCIEAYIOIIEro aHalu3a M, IpU HEOOXOIMMOCTH, MOKET OBITh Ipe/CTaBlICHA
pykoBogutento 'BJIOY s KoHTpOIs.

ITpu ucnonb3oBanuu cety HTEpHET 3anpereHo:

ucnosb3oBath npenocrasiaeHHblil ['bJIOY noctyn B cets MHTEpHET B TMUHBIX LEJIAX;

UCIOJb30BAaTh HECAaHKLMOHUPOBAHHBIE NPOrpaMMHBIE U MPOrpaMMHO-alIapaTHbIE CpeJCTBa,
MIO3BOJISIIOIIME NOJYYUTh HECAHKI[MOHUPOBAHHBIN 10CTYH K ceTH MHTepHeT;

nyOJIMKOBaTh, 3arpykatb UM  paclpoCTpaHATb MaTepuaibl COJEpXKallie HEeIO0CTOBEPHYIO
unpopmanuto o 'BJI0Y, a Taxxke panpcudummponars cBoit [P-ampec.

Pe3epBHOe KONUPOBaHMe U BOCCTAHOBJICHHE JAHHBIX

Ocy1ecTBiieHHE PE3EPBHOIO KOTUPOBAHUS JIOIDKHO OCYILECTBIIATHCS J1JIS:

uHpopmanuu obpadaTeiBaeMoil Ha (paiiJIOBOM cepBepe U cepBepe MPHIIOKEHUH, HH)OpMaMOHHON
CUCTEMBI,

pabouux MecCT aAMMUHUCTPATOPOB MHPOPMALIMOHHONW CUCTEMBI.

YacroTa U peKUM pe3epBHOIO KOIIMPOBAHUS YCTaHABIMBAIOTCS TAKUM 00pa3oM, 4YTOObI 00ECIeUnTh
MUHUMAaJIbHYIO IIOTEPIO JAHHBIX U ONIEPAaTUBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOro KOMMPOBAaHUS W BOCCTAHOBJICHHS PECYpPCOB HMH(OPMALMOHHBIX CHCTEM
I'BJIOY npoBoasar ynomHoMmoueHHble paboTHukH [ BJIOVY.

PesepBHOe  KomMpoBaHME  JOKHO  OCYILECTBISATHCS B~ aBTOMAarTH4YECKOM  PEXUME
C TPHUMEHEHUEM OTEUECTBEHHOIO CIIELHAIU3UPOBAHHOIO CPEJICTBA PE3EPBHOIO  KONHUPOBAHMS
C JIEHCTBYIOIIUM CEPTU(PHUKATOM COOTBETCTBUS MO TpeOoBaHUsAM Oe3omacHoctu uHpopMmanuu OCTIK
Poccun.

6 OCHOBHBIE TPEFOBAHUS K ITPOIIECCAM YIIPABJIEHUSI HH®OPMAIIMOHHOM
BE3OITACHOCTBIO

MonnTopuHT HHPOPMALMOHHOM 0€30aCHOCTH

Ha nocrostHHOI 0OCHOBE IPOBOJUTCS KOMIUIEKCHBIA aHAIN3 (QYHKIIMOHUPOBAHUS MHPOPMALIMOHHON
cuctembl I'BJIOY u Bo3HUKaromuX coObITHI HHDOPMALIMOHHON OE30MaCHOCTH.

IIporiecc MOHUTOPUHTA CUCTEMBI 0OecTiedeHNs] HH(POPMAITMOHHOW 0€301aCHOCTH JI0JIKEH BKJIHOYATh
B c€0sl KOHTPOJIb OPraHU3ALIMOHHBIX M TEXHUYECKUX MEp IO 3aliuTe MH(OpMaluu, aHallu3 MapamMeTpoB
KOH(UTypauy U HaCTPOMKH CPeJICTB 3aIUThl HH()OpMAIIH.

[Ipy mpoBeneHMM KOHTPOJBHBIX MEPONPHATHI, CBSA3aHHBIX C OLICHKOM pealn3alud Mep
no 3aumre uHpopmauuu B I'BJIOY, ymonHomodeHHble PAOOTHUKU NPUACPKUBAIOTCS CIEAYIOLINX
MIPUHIIUIIOB:

He HapymaTth GyHKIHoHUpoBaHue fesrenbHocti [ B0V,

JNEUCTBOBATh B COOTBETCTBHHM C  YTBEPXKICHHBIMH  OPraHHU3al[MOHHO-PACIOPSIUTEIbHBIMU
nokymentamu ['BJIOY mo 3amure nndopmanmu;

HE CKpbIBaTh ()aKThI BBISBIEHHBIX COOBITUI NH(OpPMaLMOHHON 0€3011aCHOCTH;

0(OpMIIATH OTUETHI, MOATBEPHKAIOIINE BBIMOJIHEHNE MEPOIPUATHIA MO 3aluTe HHPOPMALIUH.



Wudopmanus, monydyeHHas B XOJA€  TPOBEACHUS  KOHTPOJIUPYIOIIUX  MEpPONPHUSATHN
0 IEUCTBUSAX, COOBITUSAX U TapaMeTpax, MMEIOINX OTHOILIEHHUE K peaTu3aliiy Mep 110 3aIuTe HHPOpMaLny,
JNOJDKHA  KOHCOJNMIUPOBATBCS M XPaHUTbCA B MECTax,  MCKIIOYAIOMIMX  IOJy4ECHHE
K HEH HECaHKIIMOHUPOBAHHOIO JOCTYIIA.

MOHUTOPHHT IaHHBIX O 3aPETHCTPUPOBAHHBIX COOBITUAX HH(POPMAITMOHHON O€30MAaCHOCTH JOJDKEH
IIPOBOAMTHCS, IO BO3MOXHOCTH, C  MHCIOJB30BAHMEM CHUCTEMBl MOHUTOPUHIA  HMHIMJEHTOB
MH(POPMALMOHHON 0E30MaCHOCTH WM BCTPOSHHBIX MEXaHH3MOB HACTPOMKM W ayauTa COOBITHI
B IPOrpaMMHBIX M IPOTrPaAMMHO-AMNNAPATHBIX CPEJICTBAX, HCIONb3yeMbIX B HH(OPMAIMOHHON
undpactpykrype [BJOVY.

YnpasiieHue pucKkamMu

OmnpeneneHre BHYTPEHHHX TpeOOBaHWN 10 3amuTe WHGOPMAIUU, IODKHBI OCHOBBIBATHCS
Ha pe3yibTaTax IPOBEAEHUS aHAJINW3a pPHCKOB HApYyIIEHUS OCHOBHBIX CBOICTB 0e€30mMacHOCTH
s “HGopManmoHHsIX pecypcoB I'B/IOY.

OCHOBOW OLIGHKM PHCKOB JOJKHA OBITh OLIEHKAa YCJIOBUH M (PAKTOPOB, KOTOpPbIE MOTYT CTaTh
NPUYMHON HApYIIEHUS IETOCTHOCTH, KOH(HUACHIMAIHLHOCTH W JOCTYMHOCTH JJsi MH()OPMAIMOHHBIX
pecypcoB ['B/IOY.

Pesynbrarom mnpoBeneHUs aHalM3a PHUCKOB JOJDKEH OBbITh pa3padOTaHHBIM KOMIUIEKC Mep,
HAIIPABJICHHBIX HA CHU)KCHHE BO3MOXKHOTO HETATMBHOI'O BJIMSHHSA HAa OCHOBHYIO JesATesnbHOCTh ['BIOY
NIPU peaTu3aliy TOM MM UHOM yrpo3bl 6€30MacHOCTH HH(GOPMAIMK B 00ECICUNBAIONINX B JAIbHEHIIIEM
JOCTATOYHBIN YpOBEHbB 3alIHIIeHHOCTH HH(popMamoHHbIX cuctem I'BJIOY.

YnpasiieHue HHUMIEHTAMH HHGOPMAIMOHHOI 0e30aCHOCTH

Jns obecnieueHust 3PPEKTUBHOIO pa3pelIeHus] WHIMJIEHTOB HH(OPMAIMOHHON O€30I1aCHOCTH B
I'BAOY, MuHMMH3AIMY TIOTEPh U YMEHBIIEHUS PUCKA BOZHUKHOBEHUS MIOBTOPHBIX UHIIUJEHTOB JOJIKHO
OCYLLIECTBIATHCS YIPaBICHUE HHLIUACHTaMH HH(OPMAIIMOHHON 0€3011aCHOCTH.

Jnist ynpaBieHus HHIUIEHTaMU WH(OPMAIIMOHHON 0€301aCHOCTH JTOJKHA OBITH CO37aHa Ciyxk0a
MOHUTOPHUHIA U PEarMpoBaHUsl HA MHIUAECHTHl MHPOPMALMOHHONW 6€30MaCHOCTH, KOTOPas MOCPEICTBOM
KOMIUIEKCA ~ CpPEeACTB W Meponpuatuii i cOopa W KOHCONWAAMH  MHPOpPMALUU
00 MHIMIEHTAaX peulaeT JaHHYI 3ajady. B OTHOIIEHMM KaXXI0ro MpPOM30LIEIIEr0 HMHUUACHTA
pabOTHHUKAMU U3 CITY>KOBI MOHUTOPUHTA U pEarupoBaHMs Ha MHIIMICHTHI HHPOPMALMOHHOM 0€3011aCHOCTH
JI0JKEH BBITIOJIHATHCS €0 aHallu3, U pa3padboTka 3¢ (heKTUBHBIX MEp pearupoBaHus Ha JAHHBIM HHIIU/CHT.

AyauT cuctemMbl o0ecniedyeHnst HHPOPMALMOHHOI 0€301aCHOCTH

B mensx omneHku Tekymiero ypoBHs HMH(popmarmonHoi Oe3onmacHoctu ['BJIOY Ha perymspHoi
OCHOBE JIOJKEH IIPOBOUTHCA ayIUT MHPOPMAIIMOHHON O0€30I1aCHOCTH.

BHyTpeHHue ayauThl JOJKHBI BBINOIHATHCA padoTHHKamu ['BJIOY. B uucno 3agau, pemaemMbIx npu
MIPOBEICHUHU BHYTPEHHUX ayJUTOB HH(OPMAIIMOHHON O€301MaCHOCTH, BXOJIAT:

cOOp M aHaIM3 MHCXOAHBIX JaHHBIX OO0 OpPraHU3alMOHHOM M (YHKIMOHAJIBHOW CTPYKTYpe
MH(OPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX JUIsl OEHKU COCTOSIHUSI CUCTEMBI 3alIUThl UH(pOpMaLH;

aHaJIN3 YTBEPKIEHHBIX OPraHNU3alMOHHO-PACTIOPSAANTENBHBIX IOKYMEHTOB I10 3alluTe HHPOPMALUU
Ha [PEeMET UX MOJHOTHI ¥ 3P (HEKTUBHOCTH, a Takke (POpMHUpPOBaHHE PEKOMEHAIHI 110 UX J0pabOTKe UK
pa3pabOTKU HOBBIX;

o0ocHoBaHKE (PMHAHCOBOM 3(P(HEKTUBHOCTH BHOBb MPUOOPETAEMBIX CPEJICTB 3aLIUTHl HHPOPMAIUH;

IpOBEpKa MPABMIIBHOCTU BBIOOpPA M HACTPOMKU CPEJCTB 3alIUThl MHpOpManuu, (GopMUpOBaHHE
MIPEIOKEHUH 110 UCIOJIb30BAHUIO UMEIOLINXCS CPEJCTB 3allUThl MH(GOPMALIUU JJIsl TIOBBIIIEHNS YPOBHS
HaA&KHOCTH U 6e3onacHocTy nHPpopManmoHHslx cuctem ['BJI0Y;

aHaJIM3  OTYETOB MO  MPOU3OLIEAIIUM  HMHIMJIEHTaM  HMHQPOpPMAIMOHHON  Oe30macHOCTH
U IPUHATHIM MEpaM 10 UX pa3pelICHHUIO.

IToBbIlIEeHNE 0CBEIOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanuu KOMIUIEKCHOTO NMPOTUBOJIEHCTBUS yrpo3aM 0e30MacHOCTH HH(opMaIuy,
HACXOJISIIIAM oT pabOTHHUKOB I'eIOY TIOCTOSTHHO TTOBBIIIAETCS
UX OCBEJIOMJICHHOCTb B O0JIACTH 3aIlUTHl HH()OPMAIHH.

[ToBermenne ocBenomiaeHHOCTH paboTHUKOB ['B/IOY ocymecTBasiercs:

1o cymectBytomyM B I'6/I0Y oprannszannoHHO-pacniopsiAUTENbHBIM JOKYMEHTAM,

o npumensieMslM B ' BZIOY Mepam 3amutel uHGOpMaILuy;



110 IpaBUJIbHOMY HCIIOJIb30BAHUIO CPCACTB 3alIUThI HH(bOpMaHHH.

7  3AKJIIOYEHUE

[Ipu W3MeHeHHH ACWCTBYIONIETO 3aKOHOJaTeNbcTBa Poccmiickoit Deneparnyivi B 00JACTH 3alUTHI
nH(popMaIuu, a TakKe OpraHu3alMOHHO-pacopsAauTeabHbIX 1oKyMeHTOB ' BJIOY HacTosimas [Tomutnka
Y U3MEHEHMS K HEll MPUMEHSIOTCS B YaCTU, HE MPOTUBOpPEUAIEH BHOBb MPUHATHIM 3aKOHOATEIbHBIM U
WHBIM HOPMATUBHBIM aKTaM, a TaKke BHYTpeHHUM gokyMeHTam ['B/IOY.

Bce TpeboBanus, ycTaHOBJIEHHBIE JEHCTBYIOLIMM 3aKOHOJATENLCTBOM Poccuiickoit denepanuuy,
MOJ3aKOHHBIMM ~ aKTaMM M JOTOBOPHBIMM  OTHOWIEHWUsIMH, a Takke noaxon ['BJOY
K 00ECIEYCHHI0 COOTBETCTBHS ITUM TPEOOBAHHSAM SBHBIM 00pa3oM OMpeeNieHbl, TOKYMECHTHPOBAHBI U
MOJ/IEPKUBATHCS B aKTyaJIbHOM COCTOSTHUU.

I'BAOY B [IPUOPUTETHOM HaIlpaBJICHUU paccMaTrpuBaeTcs repexon
a MpOrpaMMHOr0 obOecreuyeHHe OTEUYEeCTBEHHOTO IPOU3BOJIUTEINS, BKIIOYEHHOIO B EIUHBIA peecTp
POCCHICKHUX MpPOrpaMM JUIsl 3JCKTPOHHBIX BBIYMCIUTENBHBIX MallMH W 0a3 JaHHbIX. B Tom uucie
[0 4YacTH CEpPBEPHOT0, KOMMYTAI[MOHHOTO OOOpYyIOBaHUS M MPOrPaMMHO-ANMapaTHBIX CPEACTB
BKJIFOYEHHBIX B EMHBIN peecTp pOCCUICKON PaauO3IEKTPOHHON TPOLYKIIMH.

IlepecmoTp W  BHeceHME  HM3MEHEHHW B HAcTOAWYK  [IOMMTHUKY  OCYIIECTBISIOTCSA
Ha MEePUOINYECKON U BHEIJIAHOBOM OCHOBE.
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